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AGE UK ISLINGTON
PRIVACY NOTICE FOR ALL DATA SUBJECTS

PURPOSE

This Privacy Notice demonstrates our commitment to protecting the privacy and security of your personal
information. It contains information regarding how we collect, store, and use personal data or personal
information about you in accordance with the Data Protection, Privacy and Communications Regulation 2020
(UK GDPR) and all other UK data protection legislation currently in force.

Pursuant to that legislation, when processing data we will;

e process it fairly, lawfully and in a clear, transparent way

e collect your data only for reasons that we find proper for the course of your employment in ways that
have been explained to you

only use it in the way that we have told you about

ensure it is correct and up to date

keep your data for only as long as we need it

process it in a way that ensures it will not be lost or destroyed or used for anything that you are not aware
of or have consented to (as appropriate)

Age UK lslington is a “data controller’. This means that we are responsible for determining the purpose and
means of processing personal data relating to you. In this notice, 'we', 'us’, 'our' means:

Age UK Islington, A registered charity 1045623 with a registered address at 6-9 Manor Gardens, London, N7
6LA. We work to help people aged 16+ needing some support with a health or wellbeing challenge. We are
registered with the Information Commissioner’s Office (ICO) who regulator information rights in the UK as a Data
Controller No. 2627310X

DETAILS OF INFORMATION WE WILL HOLD ABOUT YOU

The personal information we collect, store, and use about our service users, employees, volunteers, website
visitors, employee or volunteer applicants/enquirers might include:

e personal contact details such as name, title, addresses, telephone numbers, and personal email
addresses

date of birth

your photograph

gender

marital status

your pension, salary, benefits, and annual leave when you are employed by us

dependents, next of kin and their details

national Insurance number

bank account details if you make a purchase or you donate to us, if you are a client and we are processing
a grant on your behalf, or your payroll records and tax codes if you are employed by us
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e If you work with us, we will collect information included on your CV including references, education history
and employment history

e documentation relating to your right to work in the UK

o medical or health information including whether or not you have a disability

e your ethnicity, sexual orientation, religion
CCTV footage and other information obtained through electronic means such as building entry card
records

e If you visit our website, we will collect your IP address and information regarding which pages are
accessed and when

The following list identifies the kind of data that that we will process and which falls within the scope of “special
categories” of more sensitive personal information:

information about your health, including any medical conditions and disabilities
information about criminal convictions and offences

information about your ethnicity

information about your sexual orientation

information about your religion

METHOD OF COLLECTION OF PERSONAL INFORMATION

Your personal information is obtained in a number of ways and at different times, this can include when you
contact us for the first time, or, as a result of a service application (referral) process, or as a result of us contacting
you. We would do this if you were a service user to see how you are, or we would contact you for marketing
appeals, this would only be done by your consent to do so. Your information may be obtained if you were looking
to be employed by us, we may collect information via an employment agency or a third party who undertakes
background checks. Further information will be collected directly from you when you complete forms at the start
of your employment, such as your next of kin details, or if you were going to donate to us via our website, we
may collect your bank details. Data may be collected during the course of your engagement with us to enable its
continued existence or development.

LAWFUL BASIS FOR PROCESSING YOUR INFORMATION

We will only administer personal information in accordance with the lawful bases for processing set out in UK
data protection laws. At least one of the following will apply when we process personal data:

o Specific and Informed Consent: Where you have provided your Consent to use your personal information
for a certain purpose, such as to send you fundraising and marketing by email or telephone, or to enrall
in one of our services.

e Performance of a Contract: Where we are entering into a contract with you, for example where you may
purchase a ticket to an event we have organised.

o legal obligation: We will use this condition to process personal information where we are required by law,
such as employment purposes.

e vital interests: Where it is necessary to protect your life or your health. An example would be in the case
of a medical emergency by an individual attending one of our events.

e public task: the processing is necessary for us to perform a task in the public interest or for our official
functions, and the task or function has a clear basis in law.
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e legitimate interests: Where it is necessary to achieve our and others objectives with good reason. As long
as we can demonstrate that the use is fair and with your reasonable expectations. This might include but
is not limited to:

o To send you communications through the post which we believe might be of interest to you;

o To send you communications by text which we believe might be of interest to you;

o To personalise, enhance or modify and improve our services and communications to you to
benefit our customers;

o When you enroll in one of our services;

To process and answer referral or contact forms you fill in on our website or if you call us

o To understand how people interact with our website, the effectiveness of our services or
promotional and marketing campaigns, and our advertising.

O

Whenever we use Legitimate Interest to process data, we perform a Legitimate Interest Balancing assessment
(LIA) to enable us to consider any potential impact on you (both positive and negative), and your rights under
data protection laws. Your information will not be processed if our interests do not override your fundamental
rights and freedoms according to law. You may object to such processing activities.

LAWFUL BASIS FOR PROCESSING “SPECIAL CATEGORIES” OF SENSITIVE DATA

“Special categories” of particularly sensitive personal information require higher levels of protection. We need
to have further justification for collecting, storing, and using this type of personal information.

Occasionally, special categories of data may be processed where you are not capable of giving your consent,
where you have already made the information public or in the course of legitimate business activities or legal
obligations and in line with the appropriate safeguards.

Examples of the circumstances in which we will process special categories of your particularly sensitive personal
information are listed below (this list is non-exhaustive):

e in order to protect your health and safety in the workplace

e to assess your physical or emotional fithess to work

e |If you are employed by us, we may monitor and manage sickness absence, family leave or other
absences from work (including time off for dependents)

o If you were enrolling in one of our services, to administer terms of specific grants and associated
application processes

e In order to fulfill equal opportunity monitoring, reporting or safeguarding obligations

Where appropriate, we may seek your written authorisation to process special categories of data. Upon such an
occasion we will endeavor to provide full and clear reasons at that time in order for you to make an informed
decision. In any situation where consent is sought, please be advised that you are under no contractual obligation
to comply with a request. Should you decline to consent you will not suffer a detriment in terms of our services
to you.
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INFORMATION ABOUT CRIMINAL CONVICTIONS

Information regarding criminal convictions may be processed in accordance with our legal obligations.
Occasionally we may process such information to protect yours, or someone else’s interests and you are not
able to give your consent, or we may process such information in certain circumstances, for example, if you were
to be employed by us or volunteer. We do not anticipate that we will process information about criminal
convictions about service users.

AUTOMATED DECISION-MAKING
We may make some decisions about you without human involvement, this may include profiling.
Examples of where such decisions may be made in the employment context are:

e Automated processes forming part of online recruitment systems, for example where candidates do not
have the requisite qualifications or grades.

e A'trigger" is met in a sickness absence or disciplinary procedure.

e Automatic shift and holiday rota system.

e Monitoring of employee emails and internet use.

If you volunteer with us or enroll in one of our services, although our service processes involve some automated
systems (for instance, alerting a service or volunteer manager if we have not made contact with you for a certain
period) we will not make any decisions about you without human involvement.

SHARING DATA

Your data will be shared with colleagues within the Company where it is necessary for them to undertake their
duties. This includes, for example if you were employed by us your line manager and service area manager/Head
of Services for their management of you, the HR function within the Support Services department for maintaining
personnel records and for administering payment under your contract of employment. If you were a service user,
we may share your information with a third-party service provider.

It may be necessary for us to share your personal data with a third party or third-party service provider (including,
but not limited to, contractors, agents or other associated/group companies) outside of the UK. Data sharing may
arise due to a legal obligation, as part of the performance of a contract or in situations where there is another
legitimate interest, such as recording donations or when we outsource human resource or other business-related
processes. It may also arise due to a legitimate interest of a third party.

The list below identifies which activities are carried out by third parties on our behal:
payroll

pension providers/administrators

IT services

Human resource or legal advice

security

insurance providers

Data may be shared with 3" parties in the following circumstances:
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in the process of regular reporting activities regarding our performance,

with regards to a business or group reorganisation, sale or restructure,

in relation to the maintenance support and/or hosting of data

to adhere with a legal obligation

in the process of obtaining advice and help in order to adhere with legal obligations

When you enroll in one of our services, as part of our service for you we may make onward referrals to other
organisations' services and products.

Where we do this if it involves the transfer of personal information about you, we will ask you for your consent to
share this information. This is because after we have made the referral and transferred your information it is the
receiving service or organization that is responsible for the control of the personal information that we have
passed to them, and, for any additional personal information they may obtain from you subsequent to or prior to
the referral we have made to them. Please note that this means that we are not able to guarantee the processes
and systems they operate to protect your data.

In any situation where consent is sought to make a referral, please be advised that you are under no obligation
to comply with a request. However, whilst this will not result in a detriment to you from the point of view of our
support. In these cases, we can give you the contact details of the service or organisation for you to contact
yourself, if that is what you prefer.

If data is shared, we expect third parties to adhere and comply with the UK GDPR and protect any data of yours
that they process. We do not permit any third parties to process personal data for their own reasons. Where they
process your data it is for a specific purpose according to our instructions.

When data is transferred outside of the UK, appropriate safeguards are in place to ensure adequate levels of
security and are in accordance with UK data protection laws. Such safeguards include but may not be limited to
the UK Addendum used in conjunction with the EU Standard Contractual Clauses (SCCs), or UK International
Data Transfer Agreement (IDTAs). Such safeguards will be subject to Transfer Risk Assessments (TRAS).

Any data that is shared with third parties is restricted to those who have a business need, in accordance with
our guidance and in accordance with the duty of confidentiality.

DATA RETENTION

We anticipate that we will retain your data for no longer than is necessary for the purpose for which it was
collected.

If you are using one of our services, our association with you may continue for several years, during which time
your need for or use of our services may increase or decrease, depending on your changing circumstances and
needs. The primary reason why we do not put a defined time period for retention of your data is so that you can
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recontact us effectively at a future date.

If you apply to work or volunteer with us and were unsuccessful, we will store your data for up to 60 days if you
have not given us your consent. If you have given us your Consent to store your data for future job vacancies,
we will store your data for two years once the recruitment process ends.

At the end of the retention period, upon conclusion of any contract we may have with you, or until we are no
longer legally required to retain it, it will be reviewed and deleted, unless there is some special reason for keeping
it. Occasionally, we may continue to use data without further notice to you. This will only be the case where any
such data is anonymised and you cannot be identified as being associated with that data

We record such retention periods in our Records of Processing Activities (RoPAs) and review these decisions
regularly.

YOUR RIGHTS IN RELATION TO YOUR DATA

We commit to ensure that any data we process is correct and up to date. It is your obligation to make us aware
of any changes to your personal information.

In some situations, you may have the;

e Right to be informed. This means that we must tell you how we use your data, and this is the purpose
of this privacy notice.

¢ Righttorequest access. You have the right to request access to your personal information that we hold
about you, along with the information on what personal information we use, why we use it, who we share
it with, how long we keep it and whenever it has been used for automated decision making. You can
make a request for access free of charge and proof of identity is required.

¢ Right to request correction. If any data that we hold about you is incomplete or inaccurate, you are
able to require us to correct it. The accuracy of your information is important to us, and we are working
on ways to make this easier for you to review and update the information we hold about you. If any of
your information is out of date or you are unsure of this, please contact us through any of the contact
details listed in this privacy notice.

¢ Right to request erasure. You may ask us to delete some or all your information we hold about you.
Sometimes where we have a legal obligation, we cannot erase your personal data.

e Right to object to the inclusion of any information. In situations where we are relying on a legitimate
interest (or those of a third party) or sending you direct marketing, you have the right to object to the way
we use your data where we are using it.

¢ Right to request the restriction of processing. You have the right to ask us to stop the processing of
data of your personal information. We will stop processing the data (whilst still holding it) until we have
ensured that the data is correct.

e Right to portability. You can ask us to provide you or a third party with some of the personal information
that we hold about you in a structured, commonly used, electronic form so it can be easily transferred.

Please note that in some rare circumstances, we will be unable to uphold and acknowledge some of these rights
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in accordance with Exemptions outlined in The Data Protection Act 2018 (DPA).

If you wish to exercise any of the rights explained above, please get in contact via any of the contact details
listed in section 'Questions or Complaints' in this privacy notice.

Fundraising and marketing communications

Your contact details may be used to provide you with information about our services or our fundraising
opportunities on behalf of our clients. We will only send you fundraising and marketing communications by email
and telephone if you have explicitly provided your consent. You may opt-out of our fundraising and marketing
communications at any time by clicking the unsubscribe link at the end of our marketing emails. Alternatively,
you can get in touch via any of the contact details listed in "Questions or complaints" section below. Your contact
details may be used to provide you with information about our newsletter or our fundraising opportunities to
support us, or other marketing campaigns.

When you give us consent to receive marketing and fundraising communications, we will monitor consent and
ensure that you still wish to receive such communications by occasionally reaffirming your consent with us. Our
approach is designed to uphold your privacy and information rights, to respect your choices, and to ensure we
are not intrusive.

Post

We may use our Legitimate Interest to send you fundraising or marketing communications by post. If you prefer
not to hear from us this way, please get in touch and let us know by any of the contract details listed in the
"Questions or complaints" section below.

Phone/Email/Text

If you have provided us with your telephone number or email address, for example, when you contacted us
directly and expressed interest in our charity, we may get in contact with you via phone, email or text to provide
you further information about our services. If the nature of your enquiry relates to marketing or fundraising, we
will ask for your consent to continue to process your data.

Withdrawing your Consent

Where you have provided consent to our use of your data, you also have the unrestricted right to withdraw that
consent at any time. Withdrawing your consent means that we will stop processing the data that you had
previously given us consent to use. There will be no consequences for withdrawing your consent. However, in
some cases, we may continue to use the data where so permitted by having a legitimate reason for doing so.

Change of purpose for processing data

We commit to only process your personal information for the purposes for which it was collected, except where
we reasonably consider that the reason for processing changes to another reason and that reason is consistent
with the original basis for processing. Should we need to process personal information for another reason, we
will inform you of this and advise you of the lawful basis upon which we will process.

Important note: We may process your personal information without your knowledge or consent, in compliance
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with the above rules (see above section - lawful basis for processing your personal information).
QUESTIONS OR COMPLAINTS

It is the responsibility of our Data Protection Lead (DPL) to oversee compliance with this statement. Should you
have any questions regarding this statement, or how we process your personal information, please contact
Sally Miller

Email: smiller@ageukislington.org.uk

Address: Age UK Islington, 6 Manor Gardens, London, N7 6LA

The supervisory authority in the UK for data protection matters is the Information Commissioner (ICO). If you
think your data protection rights have been breached in any way by us, you are able to make a complaint to the
ICO via any of the contact details listed below:

Telephone: 0303 123 1113

Head Office Address: Wycliffe House, Water Lane, Wilmslow, Cheshire, SK 9 5AF

Fax: 01625 524510

Online: https://ico.org.uk/make-a-complaint/

REVIEW OF THIS POLICY

Any changes we make to this policy in the future will be posted on this website so please check this page
occasionally to ensure that you're happy with any changes. If we make any significant changes, we'll make this
clear on our website.

We keep this policy under regular review. This policy was last updated 17" May 2023.

V1.7
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